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Figure 1: Enrollment and verification of the biometric authentication process (Yang et al., 

2019) 

In Uganda, the biometric technologies are used in several private and public applications, 

such as law enforcement, migration border, customer or dormitory houses, and monetary 

facilities (Awad & Hassanien, 2014; Zheng, Fang, Shankaran & Orgun, 2015; Zheng et al., 

2017; Zheng, Shankaran, Orgun, Qiao & Saleem, 2017).  

In the law enforcement, the biometric technology is embraced across the globe for its 

efficiency in security. At present, it has been launched as an international revolution in many 

nations, like the United States, United Kingdom, Australia and China (Yang et al., 2019).  

In the border control, biometric technology is used to avert counterfeit documents and 

strengthen the border security. Several countries employ biometric technology for securing 

control of travelers across borders. By 2020, 90% of the 35 million Australia, will cross via a 

paperless biometric recognition system. In March 2016, the East African Community (EAC), 

directed the implementation of biometric permit in partner nations (Burundi, Kenya, Rwanda, 

South Sudan, Tanzania, and Uganda) having a one-year period for the present nationwide and 

public passport. The purpose is to strengthen internal security and perimeter control 

(Directorate of Citizenship and Immigration Control, 2012).  

In consumer, biometric technology is used in the marketplace, like gate locks, monitoring 

application, and moveable devices (cellular phones, laptops etc.). This utilized biometrics as a 
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Figure 2: (a) False match rate and false non-match rate for a given threshold t (b) The curve 

linking FMR to FNMR (Prabhakar et al., 2003) 

Note: The biometric technology involved the following error rates: Failed Match Rate (FMR) 

and Failed Non-Match Rate (FNMR). The FMR is the proportion where the scores are larger 

than or equivalent to t. While the FNMR is the proportion where the scores are less than t.  

The curve linking FMR to FNMR is denoted as Receiver Operating Characteristics (ROC).  

Jain et al. (2007) compared the biometric technology characters (e.g., facial, irises, and 

voice), it is found that fingerprint-based identification schemes are most considered than 

other biometric traits. Maio et al. (2013) stated that the verification correctness of 

thumbprint-based application is actual high-reaching. Table 1 summarized the comparison of 

the biometric characteristic.   
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Table 1: Comparison of biometric characteristics (H=high, M=medium, L=low) 

 

2.4 The vulnerability and attacks against biometric technology  

Latha and Rameshkumar (2013) presented that biometric technology can be invaded by 

outsiders or illegal persons. The situation relates the system administrator as an insider attack 

or administrative frauds. Figure 3 summarized the vulnerabilities and point of attacks.  
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Facial H H L H M H L 1% 20% 

Finger-print M H H M H M M 0.94% 0.99% 

Gait M L L H L H M - - 

Hand geometry M M M M M M L 2% 2% 

Iris H H H M H L L 2% 2% 

Keystroke L L L M L M M - - 

Palmprint M H H M H M M - - 

Retina H H M L H L L - - 

Signature L L L H L H H - - 

Voice M L L M L H H 2% 10% 
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Figure 3: The vulnerabilities and attacks of the biometric technology (Yang et al., 2019) 

Note: AP indicates an attack point.  

2.4.1 Direct and indirect attack 

The attack in the technology is characterized into two, namely direct and indirect attack 

(Marcel, Nixon & Li, 2014). In the direct attack, an adversary executes the attacks by 

offering the biometric features of a registered user from the sensor interface to obtain access 

as an authorized user. The attacker makes the input device straightaway. Figure 3 showed the 

point of attacks, one, two and sixteen (Akhtar, Micheloni & Foresti, 2015).  

Galbally, Cappelli, Lumini, Maltoni and Fierrez (2008) performed vulnerability of fingerprint 

validation in contrast to direct attack using forged thumbprints obtained from minutia 

templates, applying the FVC2006 DB2 database with International Organization for 

Standardization (ISO) minutia-based matcher. The finding indicated that 75% has direct 

access (Galbally et al., 2010). Furthermore, Matsumoto, Yamada and Hoshino (2002) 

verified eleven unlike thumbprint believed coming from gummy (gelatin) thumbprints. 

Because an insider is indirectly involved in these types of attack. The individual can intercept 

the data sent over the communication channel and targets the inner factors of the biometric 

system to manipulate the stored data template. Figure 3 indicated the attack point AP 1, AP 2, 

and AP 16.  
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Table 2: The possible attacks with reference to Fig. 3 attack point (Yang et al., 2019) 

Attack 
point 

Target component Possible attacks Countermeasures References 

1 Biometric input device Adversary attacks and 
Administrative frauds 

Liveness detection, 
Trial/reply 

Marasco and 
Ross (2015); 
Hadid, Evans, 
Marcel,  and 
Fierrez, (2015) 
 

2 Biometric input device Denial of service Rugged devices Jain et al. (2008) 
 

3 Communication path 
between sensor and feature 
extraction  

Fingerprint image 
intercept 

Transmit data over an 
encrypted path/secure 
channel 
 

Jain et al. (2008) 

4 Character extractor module Trojan horse attack, 
Override feature 
extractor 

Transmit data over an 
encrypted path/secure 
channel 
 

Jain et al. (2008) 

5 Communication amongst 
character extractor and 
template safety methods 
  

Replay attacks Trial/reply based 
application. 

Shelton et al. 
(2012) 

6 Template protection 
techniques  

Side channel attacks Masking, designing ICs 
with active shield 
 

Dürmuth, 
Oswald, and 
Pastewka, 
(2016) 
 

7 Communication amongst 
character extractor and 
template safety methods and 
template database 
 

pattern capture, 
Data hijack 

Usage of robust 
confirmed 
procedures 

Ross, Shah, and 
Jain. (2005) 

8 Template database Steal, delete, change, 
replace template 

Toughened server, 
entree controls,  
Store encrypted 
templates 
 

Jain et al. 
(2008); Jain, 
Ross, and 
Uludag (2005) 

9 
  

Communiqué amongst 
template safety techniques 
and matcher  
 

Hill-climbing attack, 
Brute force attack 
 

Timeout/lock out 
policies 

Tams (2013) 

10 Communication amongst 
template database and 
matcher  
 

Replay attacks Apply Timestamps  
 

Roberts (2007) 
 

11 Matched Side channel attack, 
Trojan horse attack 
 

Covering,  
Code signing 

Dürmuth et al. 
(2016) 
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Attack 
point 

Target component Possible attacks Countermeasures References 

12 
 
 
 
13 

Communication path 
between matcher and 
decision module 
 
Decision module 

Modify score 
 
 
 
Override decision 

Mutual authentication 
between matcher and 
decision module 
 
Code signing 

Jain et al. (2008) 
 
 
 
Roberts (2007) 
 

14 Communication amongst 
decision module and 
biometric application 

Zero-effort attack 
(False match error) 

Design robust matcher Tams (2013); 
Jain, Ross, and  
Pankanti (2006) 
 
 

15 Communication amongst 
decision module and 
biometric application 
 

Zero-effort attempt 
(False nonmatch 
error) 
 

Design robust matcher Jain et al. (2006) 
 

16 Biometric application (e.g., 
cash dispenser) 

Denial of service 
attack 

CCTV monitoring, 
deploy security guards 

Jain et al. 
(2008), Roberts 
(2007) 

 

2.5 Privacy and security risks of the biometric technology 

Despite the rapidly growing number of biometric applications, in areas such as bodily and 

physical access control, attendance time, border control, identity documents, financial 

banking, a lot of potential privacy and security risks continues to draw more attention. For 

instance, the privacy and security issue discussed below.  

2.5.1 Privacy issue   

Ang, Safavi-Naini and McAven (2005) indicated that an attack in biometric technology 

targets the data access at the storage database. Simoens, Bringer, Chabanne and Seys (2012) 

distinguished distress as follows:   

(i)   Biometric Sample Recovery: Where an adversary determines a new template 

predictable by the storage server. 

(ii)   Biometric reference recovery: An unauthorized party (adversary) succeeds in 

acquiring the biometric  data template (plaintext) reference from the database. This is 

the greatest destructive privacy threat, because an attacker can obatin unlawful 

biometric data template contact to the application sample gathered.  

 





http://boingboing.net/2013/09/22/chaos-computer-club-claims-it.html
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