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CHAPTER ONE 

INTRODUCTION 

1.1 Background of the Problem 

Health Information System (HIS) plays a vital role in health care service delivery, control, and 

management. The system has facilitated quality service delivery with the provision of health 

data collection, and storage, increased revenue collection, improved health care facilities 

management, and lessened their control. This has greatly increased the adoption of HIS due to 

improved productivity, quality, and efficiency of health services. However, the centralized 

client-server architectural nature of HIS has exposed health systems to security threats, attacks, 

and vulnerabilities. HIS security challenges have threatened the integrity, confidentiality, and 

availability (CIA triad) of health data (Chuma & Ngoepe, 2021). Data security challenges 

become difficult to handle due to either the centralized nature or third-party management of 

HIS (Kombe et al., 2018; Mahore et al., 2019; Nagasubramanian et al., 2020). Therefore, 

integrating centralized HIS with blockchain technology is the best approach to mitigate security 

threats to achieve security goals.  

Blockchain technology is one of the current trending technologies due to its remarkable impact 

on security improvements. It is a first-generation technology introduced in 2009 with the help 

of Bitcoin applications, a public ledger used for online and digital currency transactions. Its 

second-generation application was through information exchange which provided a 

programming platform, and smart contracts deployed for running blockchain systems. The 

technology has come with much attention due to its security, immutability, transparency, and 

decentralization. Much consideration of the technology is on its integrity verification and 

decentralized environment of blockchain. A decentralized peer-to-peer network environment 

has facilitated information exchange without a central authority. This has addressed problems 

of data storage security for centralized information systems (Wang & Zhang, 2019).  

Blockchain technology is an immutable digital public ledger with a distributed database 

secured using cryptography. Information is stored in blocks data structures where data 

encryption, time stamp shows event occurrence time, and distributed consensus (Wang & 

Zhang, 2019). Blockchain's key characteristic features are decentralization, immutability, 

privacy, verifiability, transparency, and audibility (Sun et al., 2019). These led to its gradual 



2 

 

adoption of an innovative solution to information system security challenges (Sun et al., 2019; 

Tsoulias et al., 2020; Wang & Zhang, 2019). 

Blockchain is a highly fault-tolerant database technology due to its peer-to-peer decentralized 

network architecture for running a blockchain system. The technology is regarded as a data 

store in a data management context (Tsoulias et al., 2020). It is therefore implemented for 

reliable records management with the provision of maximum security levels (Toapanta et al., 

2020). The new data block is added to the ledger based on consensus algorithms with the 

network members. Once the block is added to the chain, the information is immutable and 

transparent to all. The transactions are non-recursive once validated in a block (Fan et al., 

2020). 

The main two categories of blockchain are public and private blockchain systems (Desai et al., 

2019; Kombe et al., 2018). Public blockchains are also known as permissionless while private 

blockchains are also referred to as permissioned blockchains. Public blockchain gives data 

access to every network member. Member nodes can see transactions, verify and participate in 

the consensus process of transaction validation. Bitcoin and Ethereum are examples of public 

blockchains. The private blockchain is a restricted network with identity management intended 

for the protection of private data (Rennock et al., 2018). Hyperledger Fabric is an example of 

a private blockchain with privacy and transaction confidentiality where only involved entities 

can see transactions. 

The same categories were also discussed by Morkunas et al. (2019) and Niranjanamurthy et al. 

(2019) who added a third category, consortium blockchain; Fekih and Lahami (2020) came up 

with the fourth category. Hybrid blockchain is the fourth category that combines both attributes 

of private and public blockchains. Consortium blockchains are a variant of the private 

blockchain operating under a leadership group. It is a network of a privileged group where data 

sharing among participants can either be open or private (Fekih & Lahami, 2020; Morkunas et 

al., 2019; Niranjanamurthy et al., 2019). Hyperledger and R3CEV are examples of consortium 

blockchains. 

The key pillars of blockchain network security are data integrity, confidentiality, and 

availability. Security aspects of blockchain are based on principles of cryptography, 

decentralization, and consensus mechanisms (Kombe et al., 2019). Privacy is attained through 

cryptography which ensures that transactions are authenticated and verified. System security is 
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1.3 Rationale of the Study 

The study aims at developing a secured blockchain-based system that is not only fault-tolerant 

but also resistant to data modification. The system will be able to handle hacking and attacks 

more effectively due to its trusted relationship among system users in the network. The system 

will be decentralized for data storage and a tool to provide security solutions. The central point 

of attacks and third-party data management will be removed to improve system security and 

data sharing.  

The developed system will also enable secured interactions among system users with the same 

objective of accessing shared data. The danger of a suspicious entity injecting malicious 

programs will be diminished.  This is made easy because network entities are easily identified 

through identity management. Blockchain will record all actions of the network member 

including their transactions, network reconfiguration, and application of smart contracts. Since 

blockchain is append-only, this makes the technology suitable for data fraud prevention due to 

its flexibility in tracking transaction history.  

1.4 Research Objectives 

1.4.1 Main Objective  

The main objective of this research is to develop health information system data storage 

security using blockchain technology. 

1.4.2 Specific Objectives 

The specific objectives of this research are: 

(i) To identify data security weaknesses of the current health information system 

deployed at Mount Meru Referral Hospital. 

(ii) To design and develop a blockchain-based health information system that will be 

integrated into the existing system for data storage security. 

(iii) To validate the developed blockchain-based health information system. 
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1.5 Research Questions 

(i) What are the data security weaknesses of the current health information system 

deployed at Mount Meru Referral Hospital? 

(ii) Which methodologies will be used to design and develop a blockchain-based health 

information system to be integrated into the existing system for data storage security? 

(iii) Did the developed blockchain-based health information system meet system 

requirements? 

1.6 Significance of the Study 

The study will expose the researcher to the current and contemporary technology on the 

application of blockchain technology.  The knowledge gained in this study will lead to a better 

understanding of how to address cyber-security challenges facing HIS, creating awareness of 

the application of the technology to the information system security to attain security goals. 

1.7 Delineation of the Study 

The study was confined to Mount Meru referral hospital as a case study with the GoT-HoMIS 

system. The researcher chose the system intending to improve existing system data security. 

The researcher was not given a full copy of the GoT-HOMIS system due to issues of system 

security and confidentiality of system data. The study developed and tested the prototype in a 

virtualized environment. This is due to health data sensitivity and a limited research budget. 

Other researchers, stakeholders, and developers can implement the prototype in a real 

environment.   
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 Theoretical Literature Review 

2.1.1 Disruptive Innovation Theory 

Blockchain technology in organizations and business operations has recently grown 

exponentially. The growth of blockchain technology is in both academic and industrial fields 

leading to a new era of technology. This technology has revolutionized the digital world 

through its characteristic features of immutability, decentralization, reliability, transparency, 

and security. This made it be appropriate technology solution for business operations (Kummer 

et al., 2020).  

Blockchain has a wide range of applications including Bitcoin cryptocurrency. Other 

applications include voting systems, the Internet of Things (IoT), smart property, smart 

contracts, and security services. Disruptive innovation theory considers blockchain technology 

to be disruptive innovation due to its innovative solutions to industries and its adaptability to 

business models (Saadatmand & Daim, 2019). This theory guides this study and it is, therefore, 

worthy to be adopted. 

2.1.2 Theory of Information Security 

Blockchain technology has improved information security through support of the goals of the 

CIA security triad. This is a cybersecurity technology is applied to improve information 

security against cyberattacks (Taylor et al., 2020). Its application has resulted in reduced 

possibilities of malicious acts and fraud leading to robust and strong information system 

security (Demirkan et al., 2020). 

The theory of information system security targets the protection of data integrity, 

confidentiality, and availability (CIA-triad). Blockchain technology has implemented data 

integrity through its immutability property of a distributed ledger, confidentiality through 

encryption mechanisms during transaction consensus lifecycle, and availability through its 

decentralized network architecture. In connection to these security goals; authentication, non-

repudiation, accountability, and reliability are also integrated within the applied technology 

(Warkentin & Orgeron, 2020). For this purpose, it is a reasonable approach to apply blockchain 
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for transactions should be agreed upon to maintain the ledger state (Hajdu et al., 2020; Liao et 

al., 2017; Sato & Himura, 2018) 

Although blockchain systems are regarded as secure enough to attack, the contract instructions 

must be defects-free. The quality of a written script will help to avoid software bugs that risk 

system to vulnerabilities (Hajdu et al., 2020). Smart contracts should map business processes 

and operations. Program codes should be written to reflect business operations to avoid 

disasters due to incorrect codes (Liao et al., 2017). 

2.2.5 Deployment of Consensus Protocols in Blockchain Networks 

It is an obligation of a decentralized peer-to-peer (P2P) network that trustless peers in the 

network reach a consensus agreement during data entry. The protocols make the core 

functionality and a synchronized blockchain network environment. It is a foundation in the 

development of blockchain systems. Several consensus protocols differing in cost of 

computation, security, and consensual efficiency are used in blockchain technology. They 

define rules and procedures that all network members come to a consensus agreement on the 

state of the ledger. The mechanism creates a trusting environment among peers whereby any 

new block added to the system should be the one agreed upon by all participants. 

2.3 Research Gap 

With respect to the previous studies on various concepts and theories based on HIS security, 

more has been done on data storage and little on the security of data storage. Most of the studies 

focused on the combination of traditional database storage with distributed ledger technologies, 

while others used traditional cloud storage and blockchain for data security. Other studies 

focused on cloud storage integrated with off-chain storage which has security risks associated 

with it.  Data security assurance through cloud storage requires renting to several service 

providers to avoid central storage which behaves like a centralized system leading to a single 

point of failure. This approach is used for maintaining data availability but it has cost 

implications.  

Several studies deployed the Ethereum platform with solidity using Ethereum Virtual Machine 

(EVM), others used late versions of Hyperledger mostly v1.4. For security purposes, some 

studies deployed all nodes for storage purposes which led to much consumption of data storage 

space.  Some used permissioned blockchain but it was hard to guarantee data privacy.  
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This study focused on the security improvement of the existing system on data storage security 

goals to ensure confidentiality, integrity, and availability (CIA). Data storage implementation 

is through private data collection to guarantee privacy. In this storage strategy, data is held 

within a database of a Hyperledger Fabric platform and managed with a private data policy.  

Deployment of private data collection is by a combination of the actual private data which is 

stored in a private state database and a hash of that private data. A hash of data of every peer 

on the channel is written to the ledger. The hashes are used for transaction evidence provision, 

state validation, and audit purposes. Private data communication between peer-to-peer is 

enabled by gossip protocol. The gossip protocol facilitates the configuration of 

CORE_PEER_GOSSIP_EXTERNALENDPOINT on each peer in a channel. This protocol 

bootstraps the network to ensure communication between nodes.  

Deployment of private state and channel state leads to a guarantee of data privacy. Nodes in a 

network are decentralized with blockchain only to avoid storage complications. This solved 

other related security challenges which are centralized in nature. Hyperledger Fabric v2.3.2 

platform deployed smart contracts embedded in chain codes. The system was virtually 

integrated with the current health information system, GoT-HoMIS. 

2.4 Conceptual Framework 

This is the logical view of the study from the beginning to the end of the study. The section 

shows the logical flow of the proposed solution to the problem. The study was guided by the 

conceptual framework (Fig. 1).  

 

Figure 1:     Research framework  
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The conceptual framework involves the main four parts of integrated system components in its 

architectural design namely; health information system (SYSTEM INTEGRATION WITH 

BLOCKCHAIN); transaction execution (EXECUTE); ordering service (ORDERER); 

transaction validation (VALIDATE). 

2.4.1 System Integration with Blockchain 

This is the first part of the proposed system which integrates the health information system 

(GoT-HOMIS) with blockchain through an application program interface (API). The API 

facilitates the translation of data from GoT-HoMIS to the blockchain. Hyperledger Fabric SDK 

is an application program. The program initiates the transaction processing cycle from 

endorsing peer to ordering peer and finalizes with validating peer for committing valid data to 

the ledger. 

2.4.2 Transaction Execution (Endorsing Peer) 

This is the first step of transaction execution. Hyperledger Fabric SDK sends transaction 

proposals to endorsing peers. It is the message that requests the endorsement of a transaction.  

Endorsing peer queries status of the database reads from the ledger and build read/write set and 

execute the chain code of transaction policy. After execution of the transaction, the peer gives 

the endorsement response (proposal feedback) with the read/write status of the ledger. 

2.4.3 Ordering Service (Orderer)  

Orderer is the dedicated peer within the transaction processing cycle which creates a batch of 

transactions for the creation of blocks. The peer receives submitted batch transactions with 

read/write set from Hyperledger Fabric SDK and orders them according to consensus. These 

transactions will finally be submitted to committing peer for validation. 

2.4.4 Transaction Validation (Validating Peer) 

This is the last part of transaction processing in which committing peers validate each 

transaction with reference to the endorsement policy. The peer commits a valid block to the 

blockchain and commits a valid transaction to the state database (the ledger). 
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2.4.5 Hyperledger Fabric Certificate Authority 

This is the membership service responsible for identifying all entities involved in the system. 

This provides digital certificates for the identity of all system components and stores them in 

the Hyperledger Fabric database (Certificate Database). 
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CHAPTER THREE 

MATERIALS AND METHODS 

3.1 Area of Study and Scope of the Study 

3.1.1 Study Area Justification and Scope 

The study took place in the Arusha region, the northern part of The United Republic of 

Tanzania. Mount Meru Hospital is a referral public hospital located in Arusha city center. It is 

a large hospital within Arusha where all small public and non-public district hospitals including 

Manyara region hospitals refer their patients. The study spent twelve months of study from 

January 2021 to December 2021. 

3.1.2 Details of the Existing System  

GoT-HoMIS is the current Electronic Medical Record (EMR) system running in client-server 

network architecture. The system is web-based with a centralized database using Windows 

Server 2012 hosted in a Local Area Network. The operational environment is on PHP installed 

with Xampp Server and MySQL database (MariaDB). Various core functional modules are 

incorporated into the system such as EMR, Billing and Revenue Collection, Tracking and 

Inventory of Medical Supplies, Laboratory Information System, Practitioner Performance 

Tracking and Reporting (MTUHA reports) Mfumo wa Taarifa za Uendeshaji wa Huduma za 

Afya (Kiswahili for Health Management Information System).  

The system is integrated with other systems such as District Health Information Software 

(DHIS) for Health Management Information Systems (HMIS) statistics, Electronic Logistics 

Management Information System (eLMIS), National Health Insurance Fund (NHIF), and 

Government Electronic Payment Gateway (GePG) for electronic payment system. 

3.2 Research Design 

The study adopted Design Science Research (DSR) methodology. It is a problem-solving-

oriented technique with digital innovative solutions for addressing real-world problems in 

system design. The DSR has iterative procedures seeking to bring a relationship between 

problem and solution.  



16 

 

The study used the DSR methodology due to its technical insights which facilitate capturing, 

designing, and developing innovative systems. It is the methodology that is short with definite 

iterative development steps compared to agile or waterfall methodology. Agile or waterfall has 

no defined end and does not allow revision of steps during system development. It is not 

possible to go back to the previous development phase to change anything once phase 

development is completed.  

The following are DSR methodology phases:  

(i) Problem awareness;  

(ii) Suggested solution;  

(iii) Designing and development;  

(iv) Demonstration of the solution to the problem;  

(v) Evaluation of the solution; and 

(vi) Communication of the solution. 

3.2.1 Problem Awareness 

This phase started creating awareness of the system to be developed by identifying existing 

health system (GoT-HoMIS) security challenges. Problem identification of the current system 

facilitated the discovery of security challenges. The challenges were identified and documented 

as system requirements and they were considered during the development processes. This 

created problem awareness during system development to ensure all identified system security 

challenges were addressed by the newly developed blockchain-based system.  

3.2.2 Suggested Solution 

This phase facilitated the study to propose suggested solutions to system security challenges 

identified in the previous phase of problem awareness. These are preliminary solutions to 

existing system challenges obtained from interviews and document analysis. The qualitative 

research approach was used to collect and analyze data to come up with the best solution 

proposals to system challenges. This phase provided insights for the researcher to acquire 

knowledge on the feasibility of the solution to the existing system challenges. Suggested 

solutions were accommodated and considered for the development of the new integrated 

blockchain-based system. 
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3.2.3 Designing and Development 

This phase provided the insights for data collection and analysis which helps in system 

designing and development. The phase led to the description and guidance of the study through 

written research questions leading to practical application in developing the proposed system. 

Since this research is a case study, data were collected using interviews and document analysis 

for reliable and valid information for the system to be developed. The phase enabled the 

researcher to create artifacts, constructs, models, and methods embedded with the design to 

develop the required system. The phase implemented the artifacts by relating them to suggested 

system solutions. Designing and development involved desired functionalities of the system 

and its architecture. 

The study developed an integrated secured blockchain-based system which was suggested in 

the suggested solution phase. It is an integrated component of a blockchain-based system in a 

peer-to-peer network environment with main four parts (Fig. 9). The system components work 

together as a single unit in a secured data storage environment. Information sharing and data 

exchange are carried out without central authority. 

3.2.4 Demonstration of Solution to the Problem 

This phase demonstrates the functionality of the developed blockchain-based system. The 

primary goal of this phase is to check whether the new system addresses identified security 

challenges and if suggested solutions to the system challenges were incorporated. Simulation 

procedures were based on identified system requirements and suggested solutions to those 

challenges. The developed system was simulated in a virtualized environment to observe 

system behavior and its operations. The demonstration helped the study to carefully observe 

the developed blockchain-based system and see if identified centralized security challenges of 

the GoT-HoMIS system were addressed.  

3.2.5 Evaluation of the Solution 

Evaluation of the solution is the phase of determining how well the developed system prototype 

operates to address security challenges. The evaluation process is carried out through 

experimentation and simulation to check if the existing system requirements of GoT-HoMIS, 

with the additional requirements of the newly developed system, are met. These requirements 

form validation metrics for the developed system. The phase involves the evaluation of 
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suggested solutions to system challenges if they match system requirements through observed 

system operation. The purpose of the evaluation is to see whether the developed artifact solved 

the system security challenges that were identified. The phase gives the flexibility to go back 

to the designing and development phase for improvement in case system requirements are not 

met. 

3.2.6 Communication of the Solution 

This is the last phase of the methodology indicating the end of the research study and system 

development process. The results of the developed system are communicated to show the 

overall contribution of the study. It is the communication of the additional knowledge added to 

the research study area. This study was completed with dissertation writing and published one 

paper originated from the dissertation. 

3.3 Research Methods 

The study used a qualitative research method technique for data collection using interview and 

document analysis methods.  These methods were used to gather information which was used 

to get an understanding of the system to be developed. 

3.4 Data Collection Methods 

The study deployed both primary and secondary data collection methods. 

3.4.1 Primary Data Collection Methods 

These are real data sources obtained from interviews and document analysis. The study 

gathered information on the existing system through document reviews, interviews, and public 

documents which gave a clear picture of the expected system to be developed that would meet 

the requirements. Interviews were directed to the technical person, the system administrator. A 

systematic investigation of the current system was carefully carried out to come up with a 

blockchain-based system to solve its security challenges. The investigation was focused on the 

core functionalities and operations of the existing system features.  
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3.4.2 Secondary Data Collection Methods 

These are available data sources including research materials published in peer review journals, 

books, technical reports, and websites. These were secondary data sources that were used to 

come up with the detailed knowledge of the system to be developed. 

3.5 Data Analysis  

The nature of this research led the study to use the requirement engineering process as a data 

analysis tool since only one participant was used during the data collection process. The tool 

determines system requirements by considering the needs of the proposed system. The data 

collection process used an interview in which a technical person, the system administrator was 

involved.  

The data analysis procedure involved four processes namely:  

(i) System requirement gathering;  

(ii) System requirement analysis;  

(iii) System requirement verification and validation; and  

(iv) System requirement documentation.  

3.5.1 System Requirements Gathering 

This is the first step of data collection and analysis which includes detailed study, identification, 

and collection of system requirements to be developed. The purpose of this step is to determine 

the problems to be addressed. Therefore, the data collection technique was focused requirement 

elicitation-based problem domain. This phase is input to system requirement analysis, while 

the output of this phase is a documented comprehensive list of system requirements (Sadiq & 

Jain, 2012; Sajjad & Hanif, 2010). 

3.5.2 System Requirements Analysis 

Requirement analysis is the second step in the requirement engineering process. The purpose 

of this phase is to analyze and model system requirements gathered from the requirement stage 

of the data collection process. Requirement gathering gives input to this stage and the output 

of this phase is a complete documented set of consistent system requirements. The main goal 
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of this phase is to get the right system requirements. It is not possible that all listed requirements 

apply to system development for its operation to meet system objectives (Sadiq & Jain, 2012; 

Sajjad & Hanif, 2010). 

3.5.3 System Requirements Verification and Validation 

This is the phase of clarifying system requirements to ensure that there is no ambiguity with 

system requirements. This helps to obtain complete and consistent system requirements with 

the final requirement specification document. The process validates each stage of the 

development phase to follow user requirements to meet system objectives. Documented 

requirements and organizational policies and knowledge serve as input to this phase. All system 

requirements are inspected and tested using a requirement checklist to detect any defects to get 

improved system requirements (Sadiq & Jain, 2012; Sajjad & Hanif, 2010). 

3.5.4 System Requirements Documentation 

This is the last phase of data analysis in which validated and verified system requirements are 

documented in clearly defined simple terms. The output of this stage is well-structured and 

clearly defined system requirement specifications to be used during system development. 

These processes enabled the study to come up with the right list of the new blockchain-based 

system requirements (Sadiq & Jain, 2012; Sajjad & Hanif, 2010). 

3.6 Validity and Reliability of Data 

Validity refers to the correlation of data collected to the system requirements. The validity of 

the system solution relies on data collected which were used for addressing system problems 

during system development. Valid data results in the right solution to the problem. Reliability 

refers to the level of agreement with the results. The results should be reliable in that the same 

findings will be obtained using the same methodology. The study deployed a qualitative 

research method for data collection to ensure the reliability and validity of this study. 

Qualitative data were obtained using interviews and document analysis. Interviews were used 

to gather data from the system administrator. Document analysis used data that were collected 

from research materials published in peer review journals, books, technical reports, and 

websites. These methods increased the validity and reliability of data. 
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3.7 Ethical Consideration 

The researcher got an introduction letter from the School of Computation and Communication 

Science and Engineering at the Nelson Mandela African Institution of Science and Technology, 

requesting permission to conduct the study at Mount Meru Referral Hospital (Appendix 1). 

The researcher was permitted to do research work and briefly introduced the research 

objectives and how they could be beneficial to their system.  

The researcher got another introduction letter from the office of the Vice-Chancellor of the 

Nelson Mandela African Institution of Science and Technology, to the Principal Secretary 

through Director Secretary, President's Office - Regional Administration and Local 

Government (PO-RALG) (Appendix 2). The letter was requesting the GoT-HoMIS database 

schema which was used to integrate with the newly developed blockchain system.  

The study ensured ethical principles were adhered to to ensure privacy, integrity, and 

confidentiality during data collection processes. This included respect during interviewing 

sessions with the responsible personnel. This facilitated the study to obtain the correct data 

collected for the new blockchain system to be developed.  

3.8 System Development Approach 

This is the implementation of the system artifacts mapping them to the proposed blockchain-

based system. The study developed a decentralized peer-to-peer blockchain to avoid central 

authority with centralized data management.  

3.8.1 System Development Methodology 

The study used a prototype system development methodology. This methodology reflects the 

research design of the study which has an iterative process allowing refinement of the 

developed prototype model. The prototype is evaluated and refined to reflect all system 

requirements. The actual system is developed based on a final working prototype that complies 

with system requirements. 
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Figure 2:     System development lifecycle 

The components of the system development lifecycle are:  

(i) Problem identification;  

(ii) Platform selection;  

(iii) Blockchain ideation;  

(iv) Proof of concept development;  

(v) System design;  

(vi) System development;  

(vii) System validation; and  

(viii) System deployment. 

(i) Problem Identification 

The study identified security challenges faced by GoT-HoMIS through interviews and 

document analysis. The interview was directed to the system administrator. Other techniques 

used for problem identification were literature review, brainstorming with my fellow students, 

and discussion with supervisors and other professionals in the field of HIS. These ensured the 

study came up with a clearly defined challenge of GoT-HoMIS. 
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(ii) Platform Selection 

Several blockchain platforms exist, therefore it was important for the study to identify and 

select the relevant platform to be used during system development. Platform selection depends 

on the consensus protocol and system security challenges to be addressed. The platform helped 

to build an application without creating an application from scratch.  

For this study, Hyperledger Fabric was selected for developing a blockchain-based system to 

address existing system security challenges. The framework has distributed ledger solutions 

where all members of the network have known identities on permissioned networks. It is a 

modular architecture that increases the flexibility and resilience of the system. 

(iii) Blockchain Ideations 

Since the platform for developing a blockchain application is identified, the blockchain ideation 

phase starts. Blockchain ideation refers to the process of brainstorming ideas focusing on 

system requirements that the new blockchain-based system has to support to address the 

existing challenges of GoT-HoMIS. This phase will be able to identify which blockchain 

technology components will be used during development. This helps also to decide whether to 

use off-chain or on-chain data storage. The study used Hyperledger fabric permissioned 

blockchain for the system to be developed to address security challenges.  

(iv) Proof of Concept Development 

This is the stage of the development process showing the feasibility and viability of the new 

blockchain-based system to be developed. It is the assessment of the system to be developed 

based on the identified system requirements. It starts with a theoretical build-up of concepts 

and ideas on how the expected blockchain system will be developed to meet expected system 

security. Several cases are considered so that the final product parameters of the system are 

known. A prototype is designed with system architecture, design, and sketches with various 

system aspects after receiving feedback from the technical personnel on the system showing 

acceptance and commitment.  

(v) System Designing 

This phase deals with the creation of user interfaces for each blockchain component used in 

system development. This includes designs of application program interfaces to be integrated 
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for running the system at the back end. System designing shows how the system looks, feels, 

and its technological architecture. Once the designing phase is completed, the system is ready 

for development. 

(vi) System Development  

The new blockchain system was developed based on its tentative design of a private data 

collection channel.  The system has two organizations. One organization had only one peer for 

private data storage and a hash of that private data. The other organization had peers which 

were decentralized with blockchain. The system was later virtually integrated with the existing 

system. The approach solved centralized network security challenges and storage space 

complications.  

(vii) System Validation 

This is the last phase in system development. It is the stage in which a developed blockchain 

was validated against system requirements. The validation stage aimed to check if system 

requirements are met. These were specifically to improve the data security of the health 

information system (GoT-HoMIS). The validation process ensured all identified security 

weaknesses of the system are addressed. 

(viii) System Deployment  

This phase deals with the deployment of the newly developed blockchain-based system. The 

system was deployed in a virtual environment and simulated with the consistent observation of 

its operations. 

3.8.2 System Design 

The developed system was virtually integrated with the existing system (GoT-HoMIS) for 

sharing health data (Fig. 9). Hyperledger Fabric framework was used for system development 

configured in a virtualized environment. Virtualization aims to create a virtual blockchain 

network to avoid the cost of buying several computers that were to be configured in the real 

physical network. The system used Ubuntu operating system 20.04.2.0, i7-9700 3.00 GHz 

CPU, 24 GB of RAM, and secondary storage of 1 TB installed in VirtualBox.  
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3.8.3 System Development 

The system was developed using Hyperledger Fabric v2.3.2. Several application packages were 

installed as prerequisites to set up a development environment. These prerequisites include 

installation of tools such as; Curl version 7.68.0, Docker version 20.10.2, Docker-compose 

1.29.1, node.js V10.19.0, npm 6.14.4 and python 2.7.18. JavaScript was used for the 

development of the smart contract. The study used Visual Studio Code version 1.55.2 for 

writing and editing codes. 

3.8.4 System Testing 

The system was tested based on the requirement specifications and its usefulness. This was 

done through experimentation, simulation, and scenarios to validate the proposed system. The 

study used V-Model testing of system development life cycle for system quality verification. 

3.8.5 System Validation 

The main purpose of validating the system is to check if it has fulfilled the end-user 

requirements. For the sake of this study, system validation was carried out based on system 

requirements to ensure developed system functions and operates to address system security 

challenges. The validation procedure followed a defined order of transaction consensus lifecycle 

from endorsing peer to committing peer. The process involved system execution based on 

system requirements, and it was carefully monitored so that it consistently conforms to the 

expected outputs of system security. Identity management, data integrity, data privacy, data 

verification, data validation, non-repudiation, and system availability were validation metrics 

used. 
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CHAPTER FOUR 

RESULTS AND DISCUSSION 

4.1 Results  

4.1.1 Weaknesses of the Current Health Information System Security of Mount Meru 

Referral Hospital 

The study found main three categories of cyber security attacks. These categories of attacks 

include malicious IPs, malicious software, and web attacks. Attacks through malicious IPs are 

caused by default and commonly used user credentials (usernames and passwords) while web-

based attacks are due to centralized architecture during client-server communication. There are 

several malicious software attacks including Trojan horses, backdoors, and Ransomware 

causing downtimes in the system (Team, 2019-2021). 

Database backup of the GoT-HoMIS system is on daily basis and stored in a safe place for 

retrieval in case of any emergency or data loss. System administrators are also obligated to 

send the backup after every week to the PO-RALG ICT department  (Office, 2021). This is a 

very local data security management approach and a tedious job for addressing data security.  

(ix) Existing System (GoT-HoMIS) Requirements  

Table 1 shows the existing system requirements of GoT-HoMIS. 

Table 1:    Existing system requirements of GoT-HoMIS 

S/N Item System requirement 
1 User identification The system should be able to identify system users. 

2 Reporting The system should be able to store the history of the system 
user.  

3 Data access The system should be able to give data access to the authorized 
user.  

4 Data modification Any data modifications in a database like an insert, delete, or 
update, should be executed only by the system administrator. 

5 Availability The system should be available only to authorized users 
whenever needed. 

6 Data back up The system should be able to offer automated data backup. 
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(ii) Proposed System Requirement Specifications 

These are requirements to be taken care of during system development. They include functional 

and non-functional requirements of the system specifying various aspects of the system as a 

whole. Functional requirements focus on the specific system behavior or what a system or a 

sub-system must perform. Nonfunctional requirements refer to system aspects that do not 

interfere with system operations. These are system requirements specifying additional 

properties of the proposed system. They also describe the quality attributes of a system design 

and implementation to ensure system usability and effectiveness. Table 2 summarizes system 

requirements for the proposed system. 

Table 2:    Proposed system requirements 

S/N Item System requirement 

1 Identity 
management 

The system should be able to identify its network components with 
their credentials for authentication to the network to avoid the 
injection of malicious code from an unknown malicious entity.  

2 Data integrity The system should be able to preserve data integrity to avoid data 
modification which leads to loss of data integrity.  

3 Data privacy The system should be able to protect data privacy. Data should 
remain confidential and prevent unauthorized disclosure.  

4 Data verification The system should be able to do data verification to ensure the 
addition of the right to the database and false data is not added to 
the system. 

5 Data validation The system should be able to detect malicious and non-malicious 
data. Validated data should be shared among system users.  

6 Non-repudiation The system should be auditable for the identification of malicious 
actions to the system to hold accountable the responsible entity.  

7 System 
availability 

The system should be able to do an automatic backup, authorized 
system users should access information, resources, and services 
when needed.  

Other system requirements include; modularity, scalability, portability, reliability, and 

recoverability. Modularity is required for the improvement of system performance through 

transaction speed while separating transaction workflow. This leads to system scalability with 
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A fabric ledger consists of a blockchain and a world state, each one with a set of raw facts 

relating to business operations. A world state is a database with the values of ledger states 

which are in key-value pairs. Blockchain is a log of transactions that has a record of all changes 

from the existing world state using the metadata. All transactions are within the blocks, and the 

blocks are added to the blockchain for auditing purposes (Androulaki et al., 2018; Nguyen et 

al., 2019). 

 
Figure 4:     The two components of a Ledger, blockchain and world state 

(i) Proposed Blockchain-Based System Architecture 

 
Figure 5:     Diagram of the proposed system 

The proposed system is a Hyperledger fabric composed of two related distinct features, the 

database storage and a hash of the data stored in a database. This makes the system have one 

channel (network) with two organizations; the actual private data (world state) and a hash of 

the data (blockchain). The actual private data stores the data in a private state database which 

holds current values (key values pair) of ledger states and is accessed through chain codes. A 

hash of data stored is written to each node in the network to serve as proof of the transaction. 
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It is this hashing that is used for validating the ledger state and for audit purposes as well. 

Organization one is the server with Channel State (blockchain) together with Private State 

(world state) while organization two has several peers with only channel state (blockchain). 

(ii) Channel State 

 
Figure 6:     A blockchain (channel state) containing blocks B0 to B3 

This is also termed a blockchain with interconnected blocks. It is a log of records of all changes 

resulting in the current world state. Each block contains transactions appended to the 

blockchain helping understand the history of changes as a result of the current world state. Each 

block has a block header with a cryptographic hash of all transactions and it is linked with the 

hash of the previous block. The blockchain is the same for all peers of the network. The data 

structure of the blockchain is different from the world state because can not be changed due to 

immutability. Hashing and linkages guarantee the security of ledger data. The block is in a 

form of a file while the world state uses a database.   

(iii) World State 

It records data of the business functions and it is implemented as a database. The state change 

frequently as states can be deleted, and updated and they can also be created. The application 

program invokes smart contracts which use simple ledger APIs to get, put and delete states.  

 

Figure 7:     A ledger world state containing two states of two different versions 
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Hyperledger Fabric ledger transactions. The third part of the system is Fabric SDK, the 

Hyperledger system development kit dealing with the execution of chain codes. The GoT-

HoMIS records are processed and stored in the ledger. 

The last part deals with the security of data storage in the decentralized ledger. The storage 

environment is composed of the world state and blockchain. The records are in the form of 

NoSQL database format and therefore CouchDB database was used because it is fast and 

occupies low memory. The CouchDB is for the storage of transactions while blockchain stores 

the transaction history in an immutable data file structure. 

 
Figure 9:     Parts of the system components 

(vii) Integration of GoT-HoMIS With Blockchain System 

The current system was integrated with the developed system (Fig. 10), through API to enable 

system functionality for data security. The integration enables the transfer of data from GoT-

HoMIS in form of the structured query language (SQL) format to the blockchain network in 

form of no structured query language (NoSQL) format and vice versa.  

(viii) Integrated System Components and Interactions  

Figure 10 shows the main parts of the integrated system with the sequence of interactions 

among the system components. Records from the GoT-HoMIS system are submitted to API 
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(ix) Hyperledger Fabric SDK 

This is a client SDK with a package of important development tools. It makes it easy to develop 

applications within the programming framework of packages. It consists of programming 

languages such as Go, Java, or JavaScript among others with the flexibility to use the language 

of your own choice. Fabric SDK provides API to client applications for interaction with a 

Hyperledger Fabric blockchain network.  

 
Figure 12:   Installation of Hyperledger Fabric platform 

 

Figure 13:   Installed Hyperledger Fabric tools in Docker containers 

 

Figure 14:   Docker installation in Ubuntu 20.04.2 
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Prerequisite installation and configurations were done before the installation of Hyperledger 

Fabric 2.3.2. These were Curl 7.68.0, Docker 20.10.2, Docker-compose 1.29.1, node.js 

V10.19.0, npm 6.14.4, python 2.7.18, and Visual Studio Code 1.55.2, freely available as open-

source code. After the installation of these prerequisite applications, the configuration of the 

network and consensus protocol followed. 

(x) Attributes of a Transaction During Chaincode Execution  

Transactions capture the changes in the database storage implemented through smart contract 

executions. Smart contracts were developed using JavaScript which is among the programming 

languages that can be used in smart contract development. Figure 14 gives brief detailed major 

fields and attributes of a transaction in a block resulting from chaincode execution. 

 
Figure 15:   Details of a transaction during chaincode execution in a block of data 

The following are detailed descriptions of transaction attributes:  

(i) Transaction header (H4) has important metadata for the transaction such as the name 

of the chaincode and its version;  

(ii) Transaction signature (S4) created a cryptographic signature for checking the details of 

a transaction whether it has been tampered with or not;  

(iii) Proposal (P4) with encoded input parameters to the chaincode for ledger update;  

(iv) Response (R4) recording keeping of the world state database, before and after storage 

values; and  

(v) Endorsement (E4) records the storage of signed transaction responses of nodes involved 

in the endorsement and validation of the transaction.  
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(xi) Demonstration of Security Improvements of the Proposed System 

Hyperledger Fabric is a permissioned modular architecture blockchain with a flow of 

transactions that follows the execute-order-validate model (Fig. 16). Its architecture consists of 

different types of nodes such as peers, orderers, and clients with identities provided by Fabric 

CA (Certificate Authority). Processing of a smart contract starts with the generation of a 

transaction proposal from a client to endorsing peer. The proposal is endorsed and submitted 

back to the client. The client gathers all information about the endorsed transaction and submits 

them to the ordering node service. The ordering service receives a batch of transactions for 

ordering and submits them to committing peer for execution. A block is generated from the 

ordered batch of transactions, validated, and committed to the ledger (Javaid et al., 2019; 

Manevich et al., 2018; Nguyen et al., 2019).  

 
Figure 16:   Security view of the execute-order-validate Fabric architecture 

(a) Cryptographic Identification 

Cryptographic identification provides security trust through the authentication of entities to the 

network (Ismail & Materwala, 2019; Nguyen et al., 2019). Their identities are secured by a 

private key and a public certificate (Saad et al., 2019; Sankar et al., 2017). This mitigates 

spoofing attacks which use impersonation techniques to tamper with trusted source credentials. 

Spoof attacks compromise the communication identity of an authorized user in a network and 

redirect to a malicious source. Cybercriminals use this attack type in combination with other 

attacks, such as IP address spoofing, in combination with SYN flood attacks. This exposes the 

network to attacks through opened connection. Permissioned Hyperledger Fabric mitigates this 

risk by generating unique X.509 digital certificates for all its network members, revoked 

certificates will be denied system access.  
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(b) Transaction Endorsement Policy 

Figure 16 illustrates the endorsement process of a transaction during chaincode execution. 

Hyperledger Fabric network has the mechanism to guarantee the security of transactions on the 

network. It ensures that transactions are not compromised through endorsement policies 

(Nguyen et al., 2019). Endorsement policy ensures transaction integrity hence preventing 

inconsistent transactions. Transactions will be created and stored in a way that will be prevented 

tampering and make it easy to detect any change in a smart contract execution (Khan et al., 

2020). A transaction proposal will be endorsed if endorsement responses are listed in the policy 

match to avoid unexpected results (Javaid et al., 2019). Endorsing peers can not be suspended 

because transaction proposals that need their approval can not proceed as well. Likewise, no 

new transactions will be committed if the endorsement is suspended. Endorsement is one of the 

deployed trust mechanisms to stop malicious peers in the system (Fig. 16).  

(c) Transaction Verification by the Ordering Node 

The main function of the ordering service is to approve the addition of transaction blocks into 

the ledger (Wang & Chu, 2020). Transaction verification is done through communication 

between the endorsing and committing peers (Ismail & Materwala, 2019). The orderer verifies 

all the cryptographic information of the policy and other aspects of the chaincode execution on 

a channel (Saad et al., 2019). If the results of endorsement responses mismatch, invocation 

request will not be granted and the ledger will not be updated although data will be stored for 

audit purposes. This mechanism is implemented to avoid the injection of malicious code. If the 

chaincode policy is correct, then the ordering node will send the data to all peers in the channel. 

All peers in the network will confirm that they have a valid transaction to be appended to the 

ledger. Every peer will append the read/write set to its ledger to have synchronized results. 

(d) Transaction Validation 

During validation of read/write sets to the ledger, the ordering peer verifies the chaincode to 

be executed on a channel. If happens endorsement responses of all peers are not the same, then 

invocation requests will not be permitted due to data mismatch. The ledger state will not be 

updated due to suspiciousness on transaction differences possessing suspicious data which 

might be replay attacks (Sankar et al., 2017). Every node in a network is responsible for data 

sharing verification to make sure false data is not added and existing data is not deleted. 
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Member nodes have to agree on whether the new block of data is valid and eligible for the 

shared ledger.  

Replay attacks are also compared to man-in-the-middle, where the hacker interferes with the 

network communication between two hosts. The attacker eavesdrops on a network and 

intercepts it fraudulently. The hacker gains access to data during transmission and retransmits 

them as if it is from an authentic source. Network resources subjected to this attack visualize 

the attack as a legitimate message. Data transmitted is delayed and may even be tampered with 

and then resent to the receiver with malicious information. Hyperledger Fabric mitigates this 

attack by using read/write sets for transaction validation (Honar et al., 2021; Mustafa & 

Waheed, 2021). Transaction validation is also used to address double-spending problems. It 

ensures ordered execution and committing of transactions are followed and no transaction will 

be skipped. 

(e) Mechanisms of Digital Signatures 

Digital signatures play a vital role during the endorsement process of a transaction. An 

endorsement request is signed by the sending client application and validated by the receiving 

peer. Valid transactions with the same endorsement responses will be executed and committed. 

Non-repudiation is attained through mechanisms of digital signatures. There is no way that an 

entity or any system user can deny its actions including malicious activity. Entities can be held 

accountable because transactions created cannot be impersonated or forged.  Membership 

service management grants auditable mechanisms that lead to accountability of individual 

Fabric components. Hyperledger Fabric screens the events using digital signatures to track who 

did what during ledger creation (Saad et al., 2019).  

(f) Contract Confidentiality 

Contract confidentiality is attained through encryption algorithms during the endorsement 

process. Created transactions and smart contracts are concealed to unauthorized entities at the 

same time ensuring their correctness. Transactions can be verified if they are legal to be invoked 

by the respective entity. Every entity has control over its transaction sharing hence creating user 

participation privacy (Sankar et al., 2017).  
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(g) Immutability of Blockchain Linked Lists 

The chaining of blocks creates layered protection against cyber-security threats through 

encryption algorithms to maintain data integrity. The blocks are encrypted using hashes and 

digital signatures based on public/private key encryption algorithms. The hash of the previous 

block creates a chain of blocks making a blockchain secure. The chaining process of blockchain 

blocks hardens hacking attempts of penetrating the system. This creates data immutability and 

difficulty in tampering with data unless the hacker attacks the whole network at once and alters 

all data simultaneously which is not possible (Khan et al., 2020; Paik et al., 2019; Sousa et al., 

2018).  

More members on a network increase security hence reducing the possibility of hackers 

attacking the system. System attack is lowered due to the complexity created by several nodes 

in the network. Suppose a system hacker wants to tamper with the third block (Fig. 2), this will 

lead to hash changes of the block making block three and other following blocks invalid (Fig. 

4). The reason for invalidity is because block three does not contain the correct hash of the 

previous block. Therefore, changes made to a hash of a single block will lead to the invalidation 

of all other subsequent blocks. 

 
Figure 17:   Demonstration of data modification detection (loss of integrity) 

(h) Transport Layer Security 

Fabric architecture uses Trasport Layer Security (TLS) 1.3 for data transit encryption to avoid 

accidental, and intentional data exposure. Transport Layer Security is a security protocol with 

cryptographic algorithms for privacy and data security. The protocol provides end-to-end secure 

communications between Fabric components. Authentication is part of TLS using credentials 
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security challenges. The study used functional and non-functional requirements to perform user 

acceptance testing.  

4.1.3 System Validation 

System validation was carried out based on system requirements to ensure developed system 

functions and operates to address security challenges. The validation procedure followed a 

defined order of transaction consensus lifecycle from endorsing peer to committing peer. The 

process involved system execution based on system requirements, and it was carefully 

monitored so that it consistently conforms to the expected outputs of system security.  

The following screenshots show proof that the system was implemented and worked smoothly 

without interruption or any failure during its operation. 

Figure 18 shows the smart contract to be executed to create a block of data with the key 

2000.07. 

 

Figure 18:   Invocation of a smart contract 

Figure 19 shows the result of the invoked smart contract while creating a block of data. 

 
Figure 19:   The outputs of a smart contract execution 
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Figure 20 shows systematic steps of the smart contract execution captured during block 

creation.  

 
Figure 20:   Execution steps of the smart contract from the start to the end of a transaction 

Figure 21 shows detailed processes of block creation from endorsing peer to committing peer.  

 
Figure 21:   Continuation of smart contract execution from endorser to committer 

Figure 22 shows the smart contract to be executed to view the history of a particular 

transaction. 

 
Figure 22:   Execution of a smart contract to query transaction history 
































































